re the following emails legitimate or phish (scams)?




From: Chase Credit Cards

Date: Tuesday, November 02, 2004 3:30 &M
To: Jill Smith

Subject: Information about your Chase credit card

Click here to view this message in your browser

THE RIGHT RELATIONSHIP IS EVERYTHING”

Service Notice

We are pleased to offer you the opportunity to save up to hundreds of dollars by simply transferring your
high-interaat halances tn gnur Chase cradit card Uae nanr Savings Calculator tn detarmine how mieh
money you can save and be sure to act quickly - this offer expires on January 5, 2005

Click here to learn maore.
Transfer balances now

Balances can be transferred from any non-Chase credit card or personal loan, including balances from

other bank cards | departrment store ceavds and gasoline cavds. Mus, when you tvansfer balances online,

you'll he able to:

e Save time
e Calculate your potential savings before you starn
e Check the status of transfers

LHCK heie 10 lansiel balances loaay -- IS Tree, IU'S Secure, I1's E'EISY...E!I'IU you could save hundreds
of dollars on interest.




) How can you telle Companies such as Chase DO use e-mail 1o
market offers to existing customers—but they will not ask for
personal information. Legitimate e-mails link to the exact company
—in this case, chase.com. Practice safe browsing. Don't click on e-
mail links. If an e-mail offer interests you, go directly to the
company’'s homepage to learn what they offer. To find the
company'’s legitimate web site and web address, type its name in «
search engine such as Google.



From: Contribute Paypal

Date: Moday, Jauacy 10, 2008 10:22 PM

To:

Subject: Contribute to the Tsunami Diszster Reief Effort

Pa,ypa’ ) Sign Up | Log In | Help

Contribute to the Tsunami Disaster Relief Effort

We at PayPal wish to express our profound sorrow
over the suffering and loss of life resulting from the
earthquakes and tsunami m South Asia and Aftica.
You can help those affected by this disaster by
donaring directly to UNICEF s Tsunami Disaster

Reli=f effort using your PayPal account

Make a donation to the
Tsunami Relief Effort

through PayPal

UNICEF works to bring relief to all disaster unl Cef c’,
victims, parhcularly women and children who are o
the most vulnerable. The organization is worldng

UNICEF is rushing relief assistance
to the countries hardest hit by

closely with the governments m all th= countries massive occean flooding following the
affected by this disaster to combat the spread of carthquake on 12/26. UNICEF is

. ., ! , working to meet the needs of
disease and ensure that the victims have ammediate hundreds of thousands of people who
access to fresh water, food, shelter, medical care survived the tsunamis but now need

shelter, water, medical supplics and

and supplies. Visit www. unicefusa org to learn other urgent assistance.

more about UNICEF's Tsunami Disaster Relief

efforts.

Prnacy Neriee: [fyou dovare 5250 or move, PayvPal wili provtde - —
vow nams, bifling addrss:, emal avid doration anount 12 Total Collected: $731.481.18 USD
UNICEF z¢ that UNICEF can provide you with a receipt for your contributed by 15568 donors

donaton Other thaw thtz, PauPal will not shave vour informaricn
with UNICEF. FPavFal will waive all j==: in relation to the
donation, zo that UNICEF will recone 100% of the amown: you
donars

Ttip:fwwe sorupsccount,com/cgiPayPal PayPal-Log_In him




) How can you tellg No web site, phone number, address, or contact
person are listed. Donations are limited to PayPal—legitimate
organizations would accept other forms of payment.

) This is one of those cases where it is better to be safe than sorry. To
ensure that contributions to non-profit organizations are used for
infended purposes, go directly to recognized charities and aid
organizations websites. Do not click on a link to another site.



LR A LLLLD VIO MR renuce

Date: Tuesday, Noverber (2, 2004 5:22 &M
To: ichn@example-donain.com
Subject:  Suspicious actvky in youwr accourk,

: AUTHORIZATIONS / CLEARING AND
W Washington Mutual ;o ons pepsrmymsT

Dizar respected member of Washmgaron Mutual Banle,

Owr department recorde d 2 payment request from Expedia - Ooline Travel Agency ( EXPEDIA COM )
to enable the chargs of $619 49 on your accomt

This armownt 13 supposed to cover the cost of a 7 days reservanon ( U6-11 Nowvember £ 2004
at a2 Free Stars Hot=llocated m Wew Tielhe [ TNDITA, under the name of GARY EDWARDS

THE PAYMENT IS PENDING FOR THE MOMENT.

+ If you made this reservahon or f you ust awhonz= ths payment, pl-m- ignore or remeve tHus emal

message. The transaction will be shown on your mornilly statement as "Bama Bangal: "L‘-I".J el".
« [t wou chdn't make tus payment  reservanon and would dke to dechne the 501749 biling to yon
[.af’.'i,

plzass follow the ink velow to deny the paymens

(Clck "DECLINE" button to stop ths payment. )

We apologize for any inconvenizncs this may causs, and appreciate your assistance m helping us mantan
the mbzgrty of the entre Washinston Iubhuzl, Inc. systern.

Thank vou for your protapt attenton to tus matar

Flease do not reply to this mal Mail sent: to ths address cannet be answered

=0 fdmswcbsclitions. comymain)




5 phish

) How can you tellg Consider the ways legitimate companies might
communicate with customers by e-mail. If your credit card
company found a suspicious purchase, would it send you an email
NO! The company’s fraud depariment would call you on the
phone. This is a good example of “Click here or something bad wiill
happen to you” — a sure sign of fraud that uses a sense of urgency
and fear to lure you in. When an e-mail doesn’t make sense,
contact the company directly.



m: msn-catabase [maitoinrnation-man@hbiling-4n sn.org]
te: Tuesday, Novembear 09, 2004 7:43 AM

: Mary Smith

biject: ATTENTION: Your MSN account could be blecked

2a1 MSH member,

s & MAN membes, you have recetved this e-mail

‘e want to inform you that your MSH account mformation has expued.
st update your accourt information,

hetwise we will block access to your account.

) update your account click hese hito:/!'msn-reactivation net.

ncerely,
ol Customer Care

Jimsn-reactivation.net)




) How can you telle The URL link in the e-mail does not link to
www.msh.com—the Microsoft Network's official domain. Phishing e
mails often use false domain names (www.msnreactivation.net)
that contain a bit of the real company’s name. Yes, this URL
contains “msn” but anyone can establish a link containing 3 letters
or even a name.

) Things might not be what they seem. You can spoft the tricks if you
look closely.



Fronm: auto-confirn@smazon.com

Date: Seturday, September 18, 2004 12:24 &M
To: ohn_smth@exam oledomain.com
Subject: Amezon Secwrity Requast

Lear Amazon User,

During our regular update and venfication of the accounts, we could not
venfy your current wformation. Esther your nformaten has changed or it

1s mcomplete

As a result, your access 1o buy on Amazon has beenrastrictzd. To contmne
wsing your Amazon account agan, please vpdate and vertly vour wformation
by clicking th link below :

hito:/fwwrw amaz on com@mdelas. comlexec/obidossubsthomeEnterC onfirm & U singSSL=0&
Usatld=dus=445&ap=0&de= &lis=0 &refsbr bx x 1 2

Thank you very much for your cooperaiion!

Amazon Customer Support

Please note: This e-matl message was sent frem a nottfication-only address
that cannot accept mcoming e-mal. Please do not reply to this message.

Thanks agam for shopping with us.

Amazon com
Earth's Eiggest Selzction

tip sy Enazon com @mdslas comiexeciobidosisubsthane?EntetConfrm U singSsL =08 serld=4us=4458ap




) How can you telle Look at the link: In some browser applications,
when a URL uses an @ sign, everything to the left of the "@" is
disregarded and the browser only reads to the right of the @sign.
This iIs a common phishing trick. When you see or suspect an @ trick
hit the delete button.







Test Your Credit Card Fraud IQ

Test to see if you are at nisk for Credit Card Fraud. Check “True® or “False” to answer the following questions.

1) You should keep your Social Insurance ' number in your wallet at all imes. O True
2) Never allow anyone to use your credit cards. 0O True
3) You should always shred unwanted credit card solicitations you

receive in the mail before you throw them away. O True
4) You should write down your personal identification numbers on your

credit cards so you won't forget them. O True

5) Keep an eye on your credit card when it is being used for a payment transaction.

O True

6) You should check your credit report at least once a year. O True
7) Itis safe to give out your personal information or account and credit card

numbers when responding to e-mails you receive. 0O True

8) You should camry all of your credit cards whenever you go shopping. O True
9) If your credit card statement doesn't arrive in the mail, you dont need to

pay your credit card bill. O True

10) You should review your credit card statements as soon as you receive them. 0O True

O False

O False

O False

O False

O False

O False

O False

O False

O False

O False




